
 

Anti-Virus & Cyber Policy  
A virus is a piece of self-replicating code, most often a malicious software program, designed to 

destroy or damage information on computers or to take user data. There are various potential sources 

of malicious software, including websites, shared media, electronic mail and software or documents 

copied over networks such as the business network or the internet itself. 

An infection by malicious software is costly to the business. This can be through a loss of data, 

business lost due to computers not functioning, hardware having to be replaced, or sensitive 

information being copied and used. 

                

               

             

      

              

                

              

 

2. Scans of each workstation will be completed through the use of anti-virus software on a 

weekly basis. 

 

3. Employees are made aware of the dangers of viruses and malicious software, and that they 

must ensure on an individual level to avoid accidentally introducing malicious software 

through the use of an email, a portable memory device or a private computer. 

 

4. Privately owned computers brought into the workspace must ensure that they are equipped 

with appropriate anti-virus protection. 

 

5. Any activities with the intention to create or distribute malicious programs onto the  

              

     

 

7. If an employee receives what he/she believes to be a virus or another malicious program, it 

must be reported to the IT Department immediately. The employee must ensure to report the 

following information if it is known: - i. Virus name ii. Extent of infection iii. Source of virus iv. 

Potential recipients. 

 

8. No employee should attempt to destroy or remove a virus, or any evidence of the virus, 

without direction from the IT Department. 

 

9. Any infected computer will be removed from the network until it is deemed to be virus-free 

once again. 

          

 

 

 

   

      

     

               
              

            
     

This Policy applies to all computers that are connected to Ace Green Energy Uk network via a 
standard etwork or wireless connection, a modem connection or virtual private network connection. 
This includes company owned computers and personal computers attached to the Ace green energy 
uk network.

With these threats in mind, Ace green energy uk will ensure that:

1. All computers within the Ace green energy uk network will have an approved
 anti-virus software installed on all workstations. This software must be kept up to date.

6. Ace green energy uk network (e.g., viruses, worms, Trojan horses, e-mail
 bombs, etc.) are strictly prohibited.

Signed on behalf of Ace Green Energy Uk
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